
Simplify Data Protection with Cloudian and 
the VMware vSAN Data Persistence Platform

Protect your application data on VMware vSAN with 
Cloudian HyperStore providing a fast, on-premises, 
scalable backup target and ease of management 
The Data Protection Challenge
Protecting data has never been more important but never more complex with the shift 
to cloud and continuing need to keep some data on-premises, the exploding growth in 
data volumes, and the need to secure data against an accelerating rate of ransomware 
attacks. Legacy architectures and outdated solutions add further complexity. 

The ability to manage this data store and ensure its availability, security, durability, 
and recoverability in the face of outages and attacks while also ensuring RTO / 
RPO SLAs objectives is critical to business—and demonstrates the need for an 
affordable and effective approach to data life cycle management and complete 
data protection.

Cloudian | VMware Solution
Cloudian scale-out object storage software integrated with VMware vSAN Data 
Persistence (DPp) platform simplifies and accelerates your data backup and 
recovery processes. Combined with your preferred backup software, Cloudian 
helps you meet your backup window and RTO/RPO objectives, while enabling 
a data recovery strategy that dovetails seamlessly into your daily backup 
workflow. In addition to backup & recovery, the solution supports your data 
archive, compliance, and disaster recovery needs. It also keeps data safe against 
ransomware and other malware attacks by locking data and making it immutable 
during your specified period of retention. Cloudian HyperStore on vSAN DPp is 
also ideal for other traditional and modern, cloud-native IT application use cases 
requiring S3-compatible storage.

WMware and Cloudian solution for data protection

BACKUP CHALLENGES
• Difficult to meet RTO/RPO objectives

• High cost of backup appliances

• Offsite backup or DR adds significant 
cost and/or logistical issues

SOLUTION BENEFITS
• VMware certified integration with 

vSAN DPp through Cloud Foundation 
with Tanzu

• Seamless management 

• Cost-effective with scalable 
throughput

• Works with multiple backup options

• Hybrid and multi-cloud ready

• Flexible deployment options

• Share storage with other use cases

Superior RPO/RTO
• Fast backup and restore 

Modular and Limitlessly Scalable
• Start small and expand without 

downtime

Ransomware Protection
• Object Lock feature provides 

immutability and protects backup 
copies from encryption by 
ransomware

• Assured restore in event of an attack

Security Certifications
• Military-grade security and regulatory 

compliance certification

 − SEC Rule 17a-4(f)

 − CFTC Rule 1.31(c)-(d)

 − FINRA Rule 4511

Cloud Compatible
• S3 compatible

• Replication to public cloud for DR

• Compatible with AWS, Azure, GCP

DATA PROTECTION USE CASES
• Data Backup 

• Data Archive

• Regulatory Compliance

• Ransomware Protection

• Office 365 Protection

• Disaster Recovery
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The solution allows IT operators to modernize their data 
protection infrastructure while enabling new efficiencies and 
savings combining award-winning Cloudian HyperStore 
with VMware’s industry-leading HCI platform. HyperStore 
can be deployed on vSAN DPp with either flash or disk-
based storage depending on performance and capacity 
requirements, and is compatible with your existing Veeam, 
Commvault, Veritas, IBM, Rubrik, Velero and other S3-
compatible solutions. High streaming bandwidth and 
parallel processes ensure predictable backup success. 
Policy-based tools let you tier or replicate older data to the 
public cloud (AWS, GCP, Azure, and other S3-compatible 
storage services) and other Cloudian deployed locations, 
ensuring a DR copy is maintained offsite.

VMware Cloud Foundation  
with Tanzu and vSAN DPp
With VMware Cloud Foundation with Tanzu, IT admins 
have complete visibility and control of virtualized compute, 
network and storage infrastructure resources through VCF 
working within vCenter Server.

As a part of VMware Cloud Foundation, the VMware 
vSAN™ Data Persistence platform provides a framework for 
modern stateful service providers to build deep integration 
with the underlying virtual infrastructure leveraging the 
Kubernetes operator method and vSphere Pod Service, 
allowing users to run stateful applications with lower TCO 
and simplified operations and management. Cloudian takes 
advantage of the vSAN Direct Configuration to host data 
backups by interfacing directly with the underlying direct 
attached storage, benefiting users with lower costs and 
improved storage efficiency.

Solution Advantages
Start small and scale as needed

You can start small with just three nodes, and scale non-
disruptively simply by adding nodes. Scaling is seamless 
and does not require downtime.

Drop-in integration

Cloudian can be immediately integrated with backup 
software packages that support cloud storage, including 
Commvault, Veeam, Velero, IBM Spectrum Protect, Rubrik, 
and Veritas. Install tools that support S3 storage also 
support Cloudian. If information is migrated by Cloudian 
to cloud storage for DR purposes, Cloudian transparently 
retrieves that data when needed and presents it to the 
media server. 

Distributed architecture for global data protection

Enterprises struggle to manage backup at remote offices. 
With Cloudian, clustered nodes can be deployed globally 
and interconnected, thus allowing data to be automatically 
replicated across sites. Because the nodes form a single 
namespace, you can implement policy-based data 
migration to the cloud and other locations for DR purposes. 
You get global data protection with fast local recovery, 
all managed from a single location. Flexible storage-level 
erasure coding and replication data protection policies 
provide unmatched data durability.

Military-grade security

To ensure data security, Cloudian supports S3 Object Lock 
for data immutability. AES-256 server-side encryption for data 
at rest and SSL for data in transit (HTTPS) are also built-in. 
Fine-grained storage policies—including encryption at object 
and bucket-levels—permit security settings to be individually 
configured for different users or data types in a shared-
storage environment. In addition, Cloudian offers enhanced 
security features such as secure shell, integrated firewall and 
RBAC/IAM access controls to further protect data stores. 

High-speed Ingest and I/O Performance

Cloudian HyperStore is built on a multi-threaded 
architecture. File writes are efficiently parallelized, enabling 
high-speed data ingest. The system also delivers high 
performance for I/O operations, providing fast file access. 
Performance scales linearly with added vSAN nodes, and 
failure domains are limited to a single node.

Multi-Purpose Scalable Storage

Cloudian HyperStore is enterprise-grade object storage 
and offers the industry’s most compatible S3 API, so it 
integrates seamlessly with S3-compatible applications. 
In addition to data protection use cases, it can also be 
leveraged and used as scalable storage for traditional and 
modern, cloud-native applications requiring S3-compatible 
object storage.

CapEx and Opex Savings 

Leverage Cloudian data policies (replication or erasure 
coding) with VMware Cloud Foundation using vSAN Direct 
configuration to lower costs and improve storage efficiency. 
Leverage solution to consolidate both traditional workloads 
and modern, cloud-native workloads on the same platform, 
eliminating infrastructure silos and capitalizing on common 
skills and training.


